With the exponential growth of information being transmitted as a result of various networks, the issues related to providing security to transmit information have considerably increased. Mathematical models were proposed to consolidate the data being transmitted and to protect the same from being tampered with. Work was carried out on the application of 1D and 2D cellular automata (CA) rules for data encryption and decryption in cryptography. A lot more work needs to be done to develop suitable algorithms and 3D CA rules for encryption and description of 3D chaotic information systems. Suitable coding for the algorithms are developed and the results are evaluated for the performance of the algorithms. Here 3D cellular automata encryption and decryption algorithms are used to provide security of data by arranging plain texts and images into layers of cellular automata by using the cellular automata neighbourhood system. This has resulted in highest order of security for transmitted data.
INTRODUCTION
The concept of cellular automata (CA) was first proposed by Ulam et al and has attracted research scholars from various specializations 1 . CA is a mathematical computing model, programming complex operations with the help of available local information 2 . Different types of CA rules were developed over a long period and consisted of 1D and 2D CA rules 3 . CA in cryptography is popular due to its simplicity and at the same time its ability to handle complex situations 4 . In the early periods, 1D CA rules were developed and it was established that even these simple rules could analyse complex behaviour of various systems 5 . CA helps to predict global behaviour of a complicated system from local observations 6 . CA models were created and the simulations were run on a computer for obtaining various local as well as global configurations 7 . Recent works have shown that CA can be classified into ordered, complex or chaotic, based on the parameters in 2D CA rules 8 . To accurately model discrete dynamic systems, 2D CA rules and algorithms were proposed 9 . The CA rules were extended to image cryptography using wavelet image transforms 10 . To improve the security of the information transmitted, 3D CA rules and algorithms were developed to handle chaotic systems 11 . The concept of implementing object oriented encryption using layered CA was developed 12 . The behaviour of CA rules related to boot swap percolations benefited text and image secretly because of their interrelationships 13 . 3D CA rules are widely used for generating isotropic discrete waves on CA 14 . Guidelines were developed for symmetric key encryption in 3D CA algorithms 15 . Data encryption using 9's proved more lucid and secured 16 . Although enough work was carried out on 1D and 2D CA and suitable algorithms (AES, DES) were developed, discrete references were made on 3D CA rules applicable to 3D chaotic systems. The extension of 2D CA to 3D CA was mentioned in the literature 17 . By sequential application of nonlinear and linear CA rules, the order of security for the transmitted information in 2D and 3D CA has improved 18 . The equivalence of AES and DES algorithms and their analysis showed that the linear and nonlinear CA rules form a better substitution for AES and DES algorithms 19 . The work reported in this paper refers to analysing the 3D CA rules and developing suitable algorithms, coding and obtaining the results. Attempts are made to evaluate the proposed algorithms in terms of various matrices like resistance to brute force attack, creation of confusion, time taken for encryption, decryption, www.scienceasia.org and key generation, and it has been established that the proposed algorithms exhibit better security than the existing 1D and 2D CA algorithms.
Siap et al 2 worked on configuration for 2D cellular automata (CA) with the rule 2460 N. Their main work was on reversibility of cellular automation with reference to configurations in CA. They developed algorithms using matrix representation of 2D CA. Jin et al 20 worked on image sharing based on neighbourhoods configurations and developed methods to share secret information using configurations available in 2D CA. Their work was to develop shared images having the same size of original information with no loss of resolution and having linear computational complexity. The simulated results demonstrated improved security of transmitted data since images contain large data and cannot be handled by usual cryptography or 1D. Chen et al 3 pioneered the security of images by making use of recursive automata substitution for image security. The pixels are replaced by recursive CA, which creates confusion and diffusion and helped in image data security. Machicao et al 21 made use of chaotic encryption method for security transmitted data based on life like CA. They applied the theory of chaos for cryptography. The CA searches for chaos property of data using different tests to identity the relation between chaos and randomness of data. This method was simpler compared to other methods. Jin 5 , during the same period, worked on image encryption using elementary CA. They investigated the behaviour of a number of elementary CA. It was concluded that the behaviour satisfied the basic requirement of encryption process to transform the pixel values. They established that their method satisfied the properties of confusion and diffusion resulting in improved security for the transmitted data with no loss of information and was applicable to real time requirements. Bakhshandeh et al 7 worked on authenticated image encryption using chaotic maps and memory cellular data. Their work was based on 2D CA. They made use of a piecewise linear chaotic map to confuse the plain image and developed suitable diffusion methods. The chaotic maps provided further authenticity to know whether the data was tampered during transmission.
Wu et al 10 also worked on secret image transmission security using authentication and discrete wavelet transforms. They made use of 1D CA discrete wavelet transforms and hash functions in their proposed work. Their method enabled low computational costs, tamper detection, etc. Abdo et al 6 developed cryptosystem based on primary CA rules.
They developed an algorithm based on primary or elementary CA with periodic boundary properties having unity attractors. Based on the encrypted image, the unity attraction changes. Their algorithms provided a high security level and prevention of statistical attacks. They developed a step by step method for the algorithm used, which consisted of generating parameters and their computation, security analysis, adjacent pixel analysis, key generation, sensitivity analysis, tests, etc. Ramírez-Torres et al 22 pioneered numerical implementation of real time encryption systems. They have numerically implemented encryption systems used in real time encryption purposes. The main contribution of their work was that there was no correlation between original signals and encrypted version, which made it highly secured. Wang et al 23 worked on 3D cellular automata for generating isotropic discrete waves on CA. The main focus was on analysing the possibility of computing isotropic figures on CA such as circles to spheres, etc. They used CA to analyse discrete universe consisting of 3D continuous space. Jaberi et al 8 worked on two layer CA based on cryptography. Their method worked better than MATLAB. The architecture developed by them also worked well for hardware implementations. They outlined the general characters of cryptography as privacy to information, context trustiness, and authentications deny avoidance, etc.
Nandi et al 11 made a primitive study on theory and application of CA in cryptography, which formed the basis for current research in the 2D and 3D CA works. Sahoo et al 24 did experimental work on encompression using 2D CA rules. They analysed the algebraic structure of periodic boundary 2D CA through the introduction of a matrix multiplication operation. Their method was also used for binary images. Das et al 4 proposed programmable CA using parallel AES encryption algorithms. In their method the combinational logic of each cell was not fixed, but controlled by a number of control signals. The PCA are modified CA, which has huge flexibility. Ganguly et al 1 made an exhaustive survey on cellular automata and came out with their conclusions. According to them, CA is a decentralized computing model with ability to perform complicated computations with the help of available information. They have listed different fields in which CA is used. It is basically a parallel processing device. The CA is used in social sciences, VLSI applications, pattern recognition, etc. Lafe 25 made data compression and encryption using CA transforms. They used a family of basic functions evolved from CA to compression and encrypt data, which worked on CA transforms (CAT). Schonmann et al 13 worked extensively on the behaviour of CA related to bootstrap percolation. They have shown how percolations benefited because of their interrelationships. Hendi 26 worked on stream ciphering using 2D CA. The limitations of pseudo-random binary sequences were addressed by them. Somswara Rao et al 12 implemented object oriented encryption system using layered CA. Their work was to address the issues related to increased information threats, confidentiality, etc., which could not be addressed using existing CA algorithms. They proposed a strong time efficient crypto system with plain text, arranged into layers of binary digital planes and then encrypted as per CA rules. The system proposed by them exhibited better confusion and diffusion properties. Li et al 27 developed image water marking algorithms using 2D CA transforms. They proposed a novel watermarking systems based on maximum length CA and a 2D CA transform. They described different water marking techniques. Tripathy et al 15 developed guidelines and rules for lightweight CA based symmetric key encryption. They proposed black cipher supporting 128 bit block confirming the advanced encryption standards having high speed and low cost. Kansal et al 28 worked on idealized brain tumour growth dynamics using CA rules, the model developed by them was able to simulate tumour growth in three orders of magnitude using four microscopic parameters. Their results confirmed the real time values, thereby validating the model proposed by them. The model developed by them was a 3D CA which described the growth of turn or with respect to time. Nagaraj et al 16 developed methods for encryption of data using 9's complement. The once security encryption developed by them proved more lucid, effective and complex from attackers view. The scheme was mathematically unbreakable. Mohsen et al 17 designed a reconfigurable image encryption processor using 2D CA generator. They analysed CA rules and proposed above model based on 2D CA as an image protector. A comparative study of the proposed method with the existing methods showed that the proposed method by them was superior in terms of throughputs, slices, and power consumption and correlation results. Phani Krishna Kishore et al 9 proposed encryption systems using layered CA (LRCA). They concluded that symmetric key algorithms execute much faster than asymmetric key algorithms. They proposed LRCA algorithms for data encryption. Panda 18 proposed encryption and decryption algorithms using 2D CA rules in cryptography. They used linear and nonlinear CA rules. First they applied nonlinear CA rules for both plain text and key. Then the linear periodic boundary CA rules were applied for decryption. Their algorithms were found to be superior to AES and DES algorithms and were more secured. Rama et al 29 made extensive studies on data encryption standard algorithms with CA rules. Their main work was on the use of CA for key generation in DES using rule 3D, which has excellent randomness. They concluded that in CA, extremely simple rules can produce more complex and random behaviour, providing high security for the transmitted data.
Panda et al 30 worked on developing encryption and decryption algorithms using 2D CA. Their method consisted of first applying nonlinear CA rules to plain text and key, then the PBCA rules are applied to the results and processed. The E and D were performed for 8 number of rounds to take care of the relations between plain text and cipher text, so that their algorithms is more secured that AES or DES. Panda et al 19 worked on equivalence of DES and AES algorithms in CA rules. They identified all the permutations and substitutions involved in AES and DES algorithms and compared with CA rules. They concluded that the permutations were equivalent to linear CA rules providing diffusion properties of cryptography, and substitution operations were equivalent to confusion properties of cryptography. Finally they concluded that instead of applying AES and DES algorithms the linear and nonlinear CA rules can be applied for better security of transmitted data. Luo et al 31 did extensive work on dynamical systems with multiple chaotic attractors and came out with their conclusions. According to them, the multiple chaotic attractors work well on dynamical systems. Gámez-Guzmán et al 32 40 worked on application of numerical methods using MATLAB for 3D CA. (6) Developing suitable CA transforms needs consideration of all the related factors.
ISSUES AND CHALLENGES ASSOCIATED WITH

SCOPE AND OBJECTIVE OF THE PRESENT WORK
The ways of doing encryption and decryption, encryption is the process of changing a plaintext into a cipher text. Fig. 1 presents the basic encryption process. The scope of the present work is to develop algorithms for 3D CA rules to provide higher order of security for data and image transmission in cryptography.
FORMULATION OF PROBLEM
Although enough work was reported in the literature on development of 1D and 2D CA rule algorithms for cryptography, there are only discrete reference on development of 3D CA rules algorithms for encryption, decryption of data and image transmission with high security. Hence the formulation of the problem.
PRESENT WORK
Most of the transmitted data is secured from hackers through 1D and 2D CA algorithms. However, 3D CA rules can also be used for better security of data, especially when we deal with 3D chaotic systems, which are constructed by auto switched numerical resolution of multiple 3D continuous chaotic systems. An attempt is made in this paper to develop 3D CA algorithms to solve problems of finite precision, resulting in high security and performance. The algorithms consist of data encryption and data decryption. The proposed algorithms, in addition to provide security to the data, are also useful for reducing negative influence of dynamic degradation in real time embedded systems. The 3D CA rules are similar to 1D and 2D CA rules and they make use of linear and nonlinear CA rules. To do so, the 3D chaotic systems, which are constructed using auto switched numerical resolutions, are identified, and linear and nonlinear CA rules are applied. First nonlinear CA rules are applied for both plain text and key, constituting encryption part. Next the decryption process is carried out similar to encryption in the reverse way. To avoid inter dependency between plain text and cipher text, 8 number of rounds are performed. The proposed algorithms provide better security to transmitted data, compared to advanced encryption standards (AES) and data encryption standards (DES) algorithms. The performance of a crypto system depends on how long it can be used before the key become hawked. Since the initial stage of a CA is the key to encryption, developing a chaotic system from the initial stage, which cannot be predicted or meddled, helps to realize highest security for transmitted data.
PROPOSED 3D CA ALGORITHMS FOR ENCRYPTION, DECRYPTION OF DATA AND KEY GENERATION
The linear and nonlinear CA rules are characterized by their Boolean functions. There are 2 2 n Boolean functions, out of which 2 n are linear and 2 2 n − 2 n are nonlinear. That is, in n variables, there are 2 n linear Boolean functions and the rest are nonlinear. The essential requirements of a Boolean function to be used for cryptography should include: balancedness, good linearity, high algebraic degree, good correlation immunity, simple implementation in hardware. The 3D CA algorithms for 3D chaotic system data transmission are proposed in this paper and are presented below.
Proposed encryption algorithms
Step 1: The plain text consisting of chaotic system data is split into blocks.
Step 2: Consider the first block.
Step 3: Each character in the block is considered and converted into 8 bit binary sequence.
Step 4: Each character binary sequence is arranged into layers.
Step 5: Encryption rules are applied to each layer to move to the next stage.
Step 6: All the layers are considered to form cipher text.
Step 7: All the characters are stored to complete the cipher text.
Step 8: Steps 3-7 are repeated until last block is reached.
Proposed decryption algorithms
It is basically the reverse process and consists of the following steps:
Step 1: Cipher text is split into blocks.
Step 2: The first block is considered.
Step 5: Decryption rules are applied to each layer to move to the next stage.
Step 6: All the layers are considered to form the plain text.
Step 7: All the characters are stored to form the plain text.
Step 8: Steps 3-7 are repeated for all the blocks. 
RESULTS AND DISCUSSION
The basic encryption and decryption CA rules for 1D and 2D are reviewed from the literature and the limitations that they contain are noted. Both text as well as image security problems are reviewed. Using chaotic maps, the 3D CA rules are generated for better security. The application of wavelet image transforms is considered for 1D and 2D CA rules. Layers CA rules are also reviewed. Algorithms for 3D CA for encryption, decryption and key generation are presented in the present work. As part of the evaluation of the performance of the decryption www.scienceasia.org 3D CA algorithms, suitable coding is developed in VB 6.0 and when the program is run, it has yielded very encouraging results as stated below.
Resistance to brute force attack: for a hawker, there are 2 128 possible combinations of keys and hence it is almost impossible to crack the information. Creation of confusion is better. The relation between key and cipher text is maximally complicated. Time taken for encryption, decryption and key generation is less. The time taken in the proposed 3D CA algorithms for cryptography is almost the same as AES and DES algorithms with a marginal edge over them.
CONCLUSIONS
The major contribution of present work is, to clearly analyse 3D CA algorithms for better security of transmitted data by arranging the plain text or images in layers of CA, resulting in an efficient neighbourhood system. This resulted a secured cryptography of transmitted data. In future this is implemented by using programmable cellular automata. The programmable cellular automata some control signals are needed to activate the encryption and decryption process.
